FREE CHECK

Cloud security check

Use these four questions with the person who owns the decision. Record evidence for each answer before
changing a production setting.

01 Are privileged roles reviewed and time bounded?
ANSWER AND EVIDENCE

02 Do endpoint and cloud alerts reach an accountable responder?
ANSWER AND EVIDENCE

03 Is the containment approval path documented?
ANSWER AND EVIDENCE

04 Can recovery be tested without production disruption?
ANSWER AND EVIDENCE

What to do next

01 Assign an owner to every unanswered question.

02  Collect the current policy, access and operating evidence.
03 Agree on a small test with a named human approval point.

No customer data is needed for any answer. When the answers point at work, a scoped review is quoted after a scoping call at
simplicityitinc.com/scoping-session/. Every example Simplicity IT publishes is fictional and no client is named.

Cloud security check check, Simplicity IT Inc. A planning aid, not an audit opinion or a compliance certification. Page 1



